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		Analysis of the orientation charts visually showed differences between the orientations of the four groups, reflecting differences in priorities and concerns across the company To be successful in partnering with other groups, the CISO would need to develop a greater understanding of these differences and adapt security operations accordingly Several immediate findings by the project team concerned how the CISO might make a better internal partner for the various departments: The eCommerce department expressed the broadest set of concerns, indicating that security played a role in their operations in many areas, from Payment Card Industry Data Security Standard (PCI DSS) compliance requirements, to the desire for flexibility and agility in their operations In fact, it was the perceived lack of flexibility and agility that caused most of the complaints on the part of the department, as the security team was viewed as too inflexible regarding standards and policies around security The Manufacturing department had relatively few concerns regarding security This group was content to let the security team drive policy and standards, so long as the manufacturing production systems experienced no downtime One complaint indicated that manufacturing workers were asked to participate too much in security operations and would prefer to give up control and management of systems so long as they could count on the uptime of the systems they cared about Opportunities existed for broad efforts in those areas where most or all of the groups participating identified similar concerns, such as data loss and integrity In these cases, generally applicable standards and technologies could be pitched across groups Conversely, the CISO could consider special approaches unique to the concerns of the eCommerce department concerning development standards and more focused coordination around exceptions and flexible configurations specific to that group So what did this project measure  The data that was analyzed as part of the measurement project were the responses to the focus groups and interviews These responses were real and observed things, empirical data, even if they could not be quantified directly The categories and themes developed through analyzing the data were inductive and interpretive, based on the reasoning and judgments of the measurement project team with the help of the consultant The combination of empirical data and interpretive analysis provided measurement insight into the attitudes and opinions of stakeholders that the CISO needed as partners in order to be successful and to make the company successful The results of the project also helped the security operations group identify opportunities for further measurement projects, including more traditional security metrics that would be made more realistic as other departments bought into security as a company-wide priority As a final deliverable of the project, the CISO decided that the results needed to be shared outside the security team He created a marketing strategy as part of his outreach program that made a point of showing other departments and stakeholders the different.
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		CHAPTER 15:
Implementing Technology Change It's important to evaluate three critical business functions (as shown on the next page) prior to a technology implementation to ensure readiness for a successful transition Many technology implementations fail to meet deadlines and deliver the enhancements that were used to gain approval for going forward By using this analysis, risks can be avoided Process Planning The assessment and planning process may be administered at any point during the project It s recommended that this process be used to assess the initial project launch from a core team
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		ways that security was viewed within the company and the conflicts that often resulted Rather than keeping his new knowledge in a silo, where only the security team could benefit from the insights, the CISO took a  customer service  approach that encouraged people outside the security department to share their concerns and unique challenges with the security team and allowed the security team to respond in a more flexible and sensitive manner to competing ideas about what made for  good  security
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