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		Firewalls use various kinds of protocol tactics to check traffic as it flows in and out of the network Based on rules configured by system administrators, certain kinds of traffic are allowed or not allowed, and some kinds of traffic can even be seen as threatening In short, the firewall acts as a traffic cop who makes certain no one gets inside the private network Firewalls are nothing new They have been around for years, and most large, private networks today use some kind of firewall technology (and they spend thousands of dollars on it each year) As with previous versions of Windows, Windows Vista includes a new iteration of Windows Firewall to help protect your computer from malicious people when you re on the Internet, and even on a network at work and home You can think of the firewall found in Windows Vista as a personal firewall The next question that may come to mind concerns the need for a firewall After all, as a home user, you may have been connecting to the Internet for years without a firewall on your computer Why do you need one now  Any time you are using the Internet, your computer is open to potential attacks With a dial-up connection, the attacks are limited because you aren t connected to the Internet all the time However, with the explosive growth of broadband connections (such as DSL and cable), the need for a firewall becomes important, because these computers are always connected to the Internet, and therefore, they re always exposed to danger For this reason, Windows Firewall is included with Windows Vista and a part of the Security Center Windows Firewall is a software solution in Windows Vista A software solution means Windows Firewall uses code built into the Windows Vista OS to monitor and manage Internet and local network traffic Windows Firewall is considered a stateful firewall, which means Windows Firewall works with your Internet connection and/or local area network (LAN) connection to examine traffic as it passes through the firewall, both to and from your computer/network Because Windows Firewall is stateful, it examines traffic in terms of its live use If something not allowed attempts to enter the firewall, Windows Firewall steps in and blocks the traffic from entering Basically, no disallowed traffic ever passes the firewall To use stateful inspection, Windows Firewall examines the destination of every piece of traffic coming from your computer or computers on your network.
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		Whenever something is sent to the Internet (such as a URL request) or even a local request on your local network, Windows Firewall keeps a routing table to track your requests When data comes to the firewall inbound, Windows Firewall inspects it to see if it matches with requests found in the state table If so, it s passed on to your computer or the requesting computer on your network If it is an unsolicited inbound frame, it s blocked from entering the firewall The end result is this: any traffic you want from the Internet or your LAN can enter the firewall, and anything you haven t requested is blocked Windows Firewall is enabled by default when you install Windows Vista You make sure it s turned on and access additional Firewall settings by opening the Security Center, found in Control Panel When you open the Security Center, you can click on Firewall and see Windows is actively defending your computer, as shown in Figure 5-8
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FIGURE 5-8
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		The default Firewall settings are typically all a user needs, but in some cases, you may need to change the normal way Windows Firewall works or even some advanced options to enable certain programs to work to reach a certain configuration goal Naturally, the exam will expect you to be able to configure Windows Firewall to meet a number of different needs In the Security Center, click Windows Firewall in the left pane, and then on the Windows Firewall page, click the Change Settings link This takes you to the Windows Firewall property pages Use the following sections to explore the options you find
Replies from your requests for data are automated in one fashion or another, depending on your choice in the Collect Data Through E-mail Messages Wizard If you chose to automatically add the data to a table, all you really need to do is view the data If you didn t choose this option, replies are gathered in a common Outlook folder where you can easily manage them
The first tab you see is the General tab, shown in Figure 5-9 All you can do here is either turn the firewall On or Off or Block All Incoming Connections This setting should be used when you re connected to public networks, such as those found in airports, coffee shops, and such When you use this setting, you can still surf most Web
1 2
FIGURE 5-9
Open the database that contains the table from which you created the data collection message In the External Data tab Collect Data group, click Manage Replies The Manage Data Collection Messages dialog box appears, shown in Figure 4-14
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