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		Figure 2-8. State Composition View The State Composition View allows you to add EventActivity activities to the FirstState State activity. You can return to the State Composition View (the normal workflow design surface) by right-clicking anywhere on this design surface and choosing Back To State Composition View. Another way to return to the State Composition View is to click either the Workflow1 or FirstState links on the top left of this window. If you click the FirstState link at the top left, you ll return to the FirstState state, and if you click the Workflow1 link at the top left, you ll return to the overall workflow. They re one and the same for now because you have a small workflow, but this can be useful if you have a long workflow. If you re back in the State Composition View (the default workflow design surface), then you ll see the EventDriven activity added within the FirstState State activity, as shown in Figure 2-9. If you double-click the eventDrivenActivity1 state within the FirstState State activity, you ll get back to the EventDrivenActivity. You ll see an exclamation point in the right corner of the EventDrivenActivity1 activity within the FirstState State activity. When you click the exclamation point, you ll see that a child activity must be present. For this first, simple State Machine workflow, drag and drop the Delay activity from the Toolbox. Make sure to drop it within the EventDrivenActivity1 activity. You ll use this Delay activity to pause a set period of time before changing states. All this workflow is going to do is wait a set period of time, move to the next state, pause a set period of time, and then move to the completed state.
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		We provide a  treasure chest  analogy to explain how asymmetric cryptography works. If Bob wants people to be able to send him messages secretly, he can ask them to put these messages inside of a treasure chest, and give him the treasure chest. Then he can open the treasure chest. Imagine that Bob can go to some public area such as a park and leave as many open treasure chests as he wants. When people want to send Bob a message, they can put the message into the chest and close it. Anyone is able to lock the treasure chest just by closing it. Bob can come to the park at some point and look at which treasure chests have been locked. Bob has a key that he can use to unlock the treasure chests to retrieve the private messages that people left for him. This basic idea is summarized in the following illustration. In essence, in asymmetric cryptography, when Bob gives out his public key, it is like him giving out an open, empty treasure chest. Anybody can put a message in the treasure chest and lock it by encrypting with Bob s public key. Bob is the only one who can open the treasure chest because his private key is the key to the treasure chest. When Bob does a decryption with his private key, it corresponds to unlocking the chest.
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		To extend the notation first described in Section 12.1.2 for asymmetric cryptography, we introduce two keys: kp and ks, which are the public and private (or secret) keys, respectively. An encryption function takes a message and the public key as input to produce ciphertext: F(m,kp) = c. The decryption function takes the ciphertext and private key as input, and produces the plaintext: F 1(c,ks) = m. An asymmetric cipher, then, is an encryption and decryption function for which F 1(F(m,kp),ks) = m. The cipher is asymmetric because different keys are used for encryption and decryption.
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		Figure 2-9. EventDrivenActivity1 within the FirstState State activity Click the DelayActivity1 activity and open the Properties window. Find the Time Interval property you ll see this is a drop-down list. You can either choose a time interval from here for the delay or you can customize the interval. Enter 00:00:30. This is a 30-second interval, and causes the workflow to pause at the FirstState State activity for 30 seconds before changing state. Now add another State activity with a name of SecondState and a description of  This is the second state.  Add an EventDriven activity to this state and a Delay activity to the EventDrivenActivity that pauses 30 seconds. The workflow will look like Figure 2-10.
After briefly discussing how symmetric ciphers worked in  12, we provided some examples of them, such as DES and AES Now that you have learned how asymmetric ciphers work in general, we give two examples of them; namely, RSA and ECC RSA was the first asymmetric encryption algorithm ever published Shortly after Diffie and Hellman published a paper about the idea of an asymmetric cipher, Rivest, Shamir, and Adelman (the R, S, and A, in RSA) came up with a concrete algorithm that was able to serve as an asymmetric encryption scheme RSA is the most widely known and used asymmetric cipher It is used in a variety of different protocols in the world of computer security, including SSL, CDPD,1 and PGP 2 RSA has  been used in many different applications to date, and is likely to be used in many different applications in the future.
<Grid> <Grid.Resources> <BitmapImage x:Key="Master" UriSource="Fishtn.jpg" /> <CroppedBitmap x:Key="Cropped" SourceRect="20, 20, 100, 20" Source="{StaticResource Master}" /> </Grid.Resources> <Image Height="200" Source="{StaticResource Cropped}" /> </Grid> When you run this, you ll see the cropping on the image like in Figure 6-7.
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